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GDPR Schools Appropriate Policy

Appropriate Policy For Special Categories of Personal Data and Criminal Offence Data

1. About this policy

IM

1.1  Thisis the "Appropriate Policy Document" for St Patrick’s College (the “School”) setting out

how we will protect Special Categories of Personal Data and Criminal Offence Data.
1.2  This policy supports the School’s Data Protection Policy.

1.3  This document meets the requirement of the Data Protection Act 2018 that an appropriate
policy document be in place where Processing Special Categories of Personal Data and Criminal
Offence Data in certain circumstances.

2. Definitions

Controller: the person or organisation that determines when, why and how to Process Personal
Data.

Criminal Offence Data: Personal Data relating to criminal convictions and offences, including
Personal Data relating to criminal allegations and proceedings or related security measures.

Retention and Disposal Schedule: explains how the organisation classifies and manages the retention
and disposal of its information. Time periods for retention are set out in the Retention and Disposal
Schedule. Our School adheres to the Department of Education NI (DENI) Model Disposal of Records
Schedule for Schools, which is available at https://www.education-ni.gov.uk/publications/disposal-
records-schedule, and will give you more information about how long we keep personal information.

Data Subject: a living, identified or identifiable individual about whom we hold Personal Data. Data
Subjects may be nationals or residents of any country and may have legal rights regarding their
Personal Data.

Data Privacy Impact Assessment (DPIA): tools and assessments used to identify and reduce risks of
a data Processing activity. A DPIA can be carried out as part of Privacy by Design and should be
conducted for all major system or business change programmes involving the Processing of Personal
Data.

DPA 2018: the Data Protection Act 2018.

Data Protection Officer (DPO): the person required to be appointed in specific circumstances under
the UK GDPR. Where a mandatory DPO has not been appointed, this term means a data protection

manager or other voluntary appointment of a DPO or refers to the organisation's data privacy team
with responsibility for data protection compliance.

UK GDPR: the retained EU law version of the General Data Protection Regulation ((EU) 2016/679)
(UK GDPR).



Personal Data: any information identifying a Data Subject or information relating to a Data Subject
that we can identify (directly or indirectly) from that data alone or in combination with other
identifiers we possess or can reasonably possess. Personal Data includes Special Categories of
Personal Data.

Privacy Notice: a separate notice setting out information that may be provided to Data Subjects
when the organisation collects information about them.

Processing or Process: any activity that involves the use of Personal Data. It includes obtaining,
recording or holding the data, or carrying out any operation or set of operations on the data
including organising, amending, retrieving, using, disclosing, erasing or destroying it. Processing also
includes transmitting or transferring Personal Data to third parties.

Special Categories of Personal Data: information revealing racial or ethnic origin, political opinions,
religious or similar beliefs, trade union membership, physical or mental health conditions, sexual life,
sexual orientation, biometric or genetic data.

3. Why we Process Special Categories of Personal Data and Criminal Offence Data

3.1  We Process Special Categories of Personal Data and Criminal Offence Data for the following
purposes:

(a) assessing staff members’ fitness to work and / or managing staff sickness absence;
(b) complying with health and safety obligations;

(c) identifying or keeping under review the existence or absence of equality of opportunity or
treatment, and promoting and maintaining equality of opportunity and treatment between people
of different religious belief, political opinion, racial group, age, marital status or sexual orientation,
men and women, people with a disability and people without, and people with dependants and
people without (for example, Processing equal opportunities monitoring forms to ensure meaningful
equal opportunity monitoring and reporting);

(d) checking applicants' and staff right to work in the UK;

(e) verifying that candidates are suitable for employment or continued employment;

(f)  business management and planning relating to staff sickness absence across the School;

(g) maintaining records of staff sickness, maternity, paternity, shared parental and adoption leave;

(h) performing the School’s public tasks / statutory functions in respect of the provision of
education to children and young people (e.g. processing as necessary for the identification,
assessment, review and delivery of support to pupils with special educational needs and/or
disabilities, etc.)

(i) protecting an individual under 18, or aged 18 or over and at risk from neglect or physical,
mental or emotional harm, or protecting the physical, mental or emotional well-being of such an
individual (e.g. recording and storing the relevant safeguarding information and discussing such
concerns with the EA Child Protection Support Services, Health and Social Care Trusts, etc);



(j). where necessary, to protect the vital interests of the data subject or of another natural person
(e.g. collection of important relevant health information about a pupil or member of staff, for use in
a medical emergency).

(k) preventing or detecting unlawful acts, protecting the public against dishonesty, etc. including
the prevention of fraud;

()  complying with, or assisting other persons to comply with, a regulatory requirement which
involves a person taking steps to establish whether another person has committed an unlawful act,
or been involved in dishonesty, malpractice or other seriously improper conduct;

(m) establishing, exercising or defending legal claims, including obtaining legal advice;

(n) considering / making reasonable adjustments for candidates during recruitment processes or
for staff during employment or for pupils with disabilities; and

(o) Assessing the suitability of individuals for employment and / or to comply with legal obligations
in relation to employment to work in certain regulated activities (e.g. certain roles working with
children.)

4. Sharing Special Categories of Personal Data and Criminal Offence Data

4.1  The School may need to share Special Categories of Personal Data and Criminal Offence Data
with third parties (including third-party service providers that Process Personal Data and/or Criminal
Offence Data on behalf of the School) but will only do so where there is a lawful basis for doing so
and one of the specific Processing conditions relating to Special Categories of Personal Data or
Criminal Offence Data applies. The School’s Privacy Notices list a number of the third parties and
categories of third parties that the School may need to share Personal Data and/or Criminal Offence
Data with.

4.2  Examples of occasions when the School may need to share Special Categories of Personal
Data and Criminal Offence Data include:

(a) sharing information relevant to an underlying medical condition or disability with medical /
occupational health professionals to enable the School to identify what, if any, adjustments are
needed to the School’s recruitment process or potentially an individual’s role, or to assess fitness for
work and to ensure health and safety in the workplace. Such information may also be shared with a
view to determining fitness to attend meetings under disciplinary / capability / grievance / bullying
and harassment procedures;

(b) sharing relevant information, where appropriate, with our legal and other professional
advisors in order to obtain legal or other professional advice (e.g. in the course of dealing with legal
claims or disputes), with courts and tribunals (as required) or with other parties to the proceedings on foot of

a discovery order or voluntary discovery (subject to the necessary test);

(c) sharing right to work documentation with the Home Office, where necessary, to enable the
School to verify an individual’s right to work in the UK;



(d) sharing safeguarding concerns with the EA Child Protection Service, for the purposes of taking
their advice and/or sharing safeguarding concerns with Health and Social Care Trusts, where
considered appropriate;

(e) where necessary to protect the vital interests of the data subject or of another natural person
(e.g. disclosure of important relevant health information about a pupil or member of staff, for use in
a medical emergency).

(f)  sharing relevant information, where there is a lawful basis for doing so, with government
departments including but not limited to, the Department of Education, the Department for the
Economy and the Department for Communities, and other public bodies including, but not limited
to, the Education Authority, other schools, the Labour Relations Agency, the Information
Commissioner’s Office, the Northern Ireland Public Service Ombudsman, the Northern Ireland Audit
Office, the Police Service of Northern Ireland and the National Crime Agency; and

(g) sharing information relating to children with special educational needs with EA and/or Health
and Social Care Trusts as part of the performance of the School’s statutory functions relating to the
identification, assessment, review and delivery of support to pupils with special educational needs
and/or disabilities.

5. Personal data protection principles

5.1 The UK GDPR requires personal data to be Processed in accordance with the six principles set
out in Article 5(1). Article 5(2) requires controllers to be able to demonstrate compliance with Article
5(1).

5.2 We comply with the principles relating to Processing of Personal Data set out in the UK GDPR
which require Personal Data to be:

(a) Processed lawfully, fairly and in a transparent manner (Lawfulness, Fairness and Transparency);
(b) collected only for specified, explicit and legitimate purposes (Purpose Limitation);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which it is
Processed (Data Minimisation);

(d) accurate and where necessary kept up to date (Accuracy);

(e) not kept in a form which permits identification of Data Subjects for longer than is necessary for
the purposes for which the data is Processed (Storage Limitation); and

(f)  Processed in a manner that ensures its security using appropriate technical and organisational
measures to protect against unauthorised or unlawful Processing and against accidental loss,
destruction or damage (Security, Integrity and Confidentiality).

5.3  We are responsible for and must be able to demonstrate compliance with the data protection
principles listed above (Accountability).

6. Compliance with data protection principles

6.1 Lawfulness, fairness and transparency



Personal Data must be Processed lawfully, fairly and in a transparent manner in relation to the Data
Subject.

We will only Process Personal Data fairly and lawfully and for specified purposes. The UK GDPR
restricts our actions regarding Personal Data to specified lawful purposes. We can Process Special
Categories of Personal Data and Criminal Offence Data only if we have a legal ground for Processing
and one of the specific Processing conditions relating to Special Categories of Personal Data or
Criminal Offence Data applies. We will identify and document the legal ground and specific
Processing condition relied on for each Processing activity.

When collecting Special Categories of Personal Data and Criminal Offence Data from Data Subjects,
either directly from Data Subjects or indirectly (for example from a third party or publicly available
source), we will provide Data Subjects with access to a Privacy Notice setting out all the information
required by the UK GDPR in a privacy notice which is concise, transparent, intelligible, easily
accessible and in clear plain language which can be easily understood.

Type of Data Lawful Processing | Processing condition | Retention and Disposal
basis for Special Categories
of Personal Data




Data concerning
health

Compliance with a
legal obligation
(Article 6 (1)(c))

OR

Necessary for the
performance of a
contract with the
Data Subject
(Article 6(1)(b)).

OR

Necessary for the
performance of a
task carried out in
the public interest
or in the exercise
of official authority
vested in the
controller (Article

6(1)(e))
OR

Necessary for the
purpose of
legitimate interests
(Article 6(1)(f))
which are not
outweighed by the
fundamental rights
and freedoms of
the Data Subject

Necessary for the
purposes of
performing or
exercising obligations
or rights which are

imposed or conferred

by law on the

controller or the Data

Subject in connection
with employment,
social security or
social protection.

(Paragraph 1(1)(a),
Schedule 1, DPA
2018.)

OR

Meets one of the
substantial public

interest conditions set

out in Part 2 of

Schedule 1 to the DPA

2018 (such as
preventing or
detecting unlawful

acts(Paragraph 10(1),
Schedule 1, DPA 2018)

or safeguarding of
children and of
individuals at risk
(Paragraph 18(1),
Schedule 1, DPA
2018).)

Records we hold which include
data concerning health will be
retained for the minimum
retention period applicable to
that type of record as set out in
the DENI Model Disposal of
Records Schedule for Schools,
which is available at
https://www.education-
ni.gov.uk/publications/disposal-
records-schedule.



https://www.education-ni.gov.uk/publications/disposal-records-schedule
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Racial or ethnic
origin data

Compliance with a
legal obligation
(Article 6(1)(c)).

OR

Necessary for the
performance of a
task carried out in
the public interest
or in the exercise
of official authority
vested in the
controller (Article

6(1)(e))
OR

Necessary for the
purpose of
legitimate interests
(Article 6(1)(f))
which are not
outweighed by the
fundamental rights
and freedoms of
the Data Subject

Necessary for the
purposes of
performing or
exercising obligations
or rights which are
imposed or conferred
by law on the
controller or the Data
Subject in connection
with employment,
social security or
social protection.

(Paragraph 1(1)(a),
Schedule 1, DPA
2018.)

OR

Meets one of the
substantial public
interest conditions set
out in Part 2 of
Schedule 1 to the DPA
2018 (such as
preventing or
detecting unlawful
acts).(Paragraph
10(1), Schedule 1, DPA
2018.)

Records we hold which include
racial or ethnic data will be
retained for the minimum
retention period applicable to
that type of record as set out in
the DENI Model Disposal of
Records Schedule for Schools,
which is available at
https://www.education-
ni.gov.uk/publications/disposal-
records-schedule.
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Criminal Offence
Data

Compliance with a
legal obligation
(Article 6(1)(c)).

OR

Necessary for the
purpose of
legitimate interests
(Article 6(1)(f))
which are not
outweighed by the
fundamental rights
and freedoms of
the Data Subject.

Necessary for the
purposes of
performing or
exercising obligations
or rights which are
imposed or conferred
by law on the
Controller or the Data
Subject in connection
with employment,
social security or
social protection.
(Paragraph 1(1)(a),
Schedule 1, DPA
2018.)

OR

Meets one of the
substantial public
interest conditions set
out in Part 2 of
Schedule 1 to the DPA
2018 (such as
preventing or
detecting unlawful
acts).(Paragraph
10(1), Schedule 1, DPA
2018.)

Records we hold which include
Criminal Offence Data will be
retained for the minimum
retention period applicable to
that type of record as set out in
the DENI Model Disposal of
Records Schedule for Schools,
which is available at
https://www.education-
ni.gov.uk/publications/disposal-
records-schedule.
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Equal
opportunity data

Compliance with a
legal obligation
(Article 6(1)(c)).

OR

Necessary for the
purpose of
legitimate interests
(Article 6(1)(f))
which are not
outweighed by the
fundamental rights
and freedoms of
the Data Subject.

Necessary for the
purposes of
identifying or keeping
under review the
existence or absence
of equality of
opportunity or
treatment between
groups of people
specified in relation to
that category with a
view to enabling such
equality to be
promoted or
maintained.

(Paragraph 8(1)(b),
Schedule 1, DPA
2018.)

Records we hold which include
equal opportunity data will be
retained for the minimum
retention period applicable to
that type of record as set out in
the DENI Model Disposal of
Records Schedule for Schools,
which is available at
https://www.education-
ni.gov.uk/publications/disposal-
records-schedule

6.2

Purpose limitation

Personal Data must be collected only for specified, explicit and legitimate purposes. They must not
be further Processed in any manner incompatible with those purposes.

We will only collect personal data for specified purposes and will inform Data Subjects what those
purposes are in a published Privacy Notice. We will not use Personal Data for new, different or
incompatible purposes from those disclosed when it was first obtained unless we have informed the
Data Subject of the new purposes and they have consented where necessary or we can point to a
clear legal provision requiring or allowing the new Processing in the public interest.

6.3

Data minimisation

Personal Data shall be adequate, relevant, and limited to what is necessary in relation to the
purposes for which it is Processed.

We will only collect or disclose the minimum Personal Data required for the purpose for which the
data is collected or disclosed. We will ensure that we do not collect excessive data and that the
Personal Data collected is adequate and relevant for the intended purposes.

6.4  Accuracy

Personal Data must be accurate and, where necessary, kept up to date. It must be corrected or

deleted without delay when inaccurate.

We will ensure that the Personal Data we hold and use is accurate, complete, kept up to date and
relevant to the purpose for which it is collected by us. We check the accuracy of any Personal Data at


https://www.education-ni.gov.uk/publications/disposal-records-schedule
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the point of collection and at regular intervals afterwards. We take all reasonable steps to destroy or
amend inaccurate or out-of-date Personal Data.

6.5  Storage limitation

We only keep Personal Data in an identifiable form for as long as is necessary for the purposes for
which it was collected, or where we have a legal obligation to do so. Once we no longer need
Personal Data it shall be deleted or rendered permanently anonymous.

We adhere to the DENI Model Disposal of Records Schedule for Schools, which is available at
https://www.education-ni.gov.uk/publications/disposal-records-schedule, to ensure Personal Data is
deleted after a reasonable time has elapsed for the purposes for which it was being held, unless we
are legally required to retain that data for longer.

We will ensure Data Subjects are informed of our Retention and Disposal Schedule in any applicable
Privacy Notice.

6.6  Security, integrity, confidentiality

Personal Data shall be processed in a manner that ensures appropriate security of the Personal Data,
including protection against unauthorised or unlawful Processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures.

We will implement and maintain reasonable and appropriate security measures against unlawful or
unauthorised Processing of Personal Data and against the accidental loss of or damage to Personal
Data.

6.7  Accountability principle

We are responsible for, and able to demonstrate compliance with these principles. The Principal and
Board of Governors are, together, responsible for monitoring the School’s compliance with these
principles. Any questions about this policy should be submitted in the first instance to the Principal
(see clause 9 below for contact information).

We will:

(a) Ensure that records are kept of all Personal Data Processing activities, and that these are
provided to the Information Commissioner on request.

(b) Carry out a DPIA for any high-risk Personal Data Processing to understand how Processing may
affect Data Subjects and consult the Information Commissioner if appropriate.

(c) Ensure that a DPO is appointed to provide independent advice and monitoring of Personal Data
handling, and that the DPO has access to report to the highest management level.

(d) Have internal processes to ensure that Personal Data is only collected, used or handled in a
way that is compliant with data protection law.

(e) Ensure that all staff (including volunteers) are routinely trained in key areas, including data
protection.


https://www.education-ni.gov.uk/publications/disposal-records-schedule
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7. Controller's policies on retention and erasure of personal data

We take the security of Special Categories of Personal Data and Criminal Offence Data very seriously.
We have administrative, physical and technical safeguards in place to protect Personal Data against
unlawful or unauthorised Processing, or accidental loss or damage. We will ensure, where Special
Categories of Personal Data or Criminal Offence Data are Processed that:

(a) The Processing is recorded, and the record sets out, where possible, a suitable time period for
the safe and permanent erasure of the different categories of data in accordance with the DENI
Model Disposal of Records Schedule for Schools, which is available at https://www.education-
ni.gov.uk/publications/disposal-records-schedule.

(b)  Where we no longer require Special Categories of Personal Data or Criminal Offence Data for
the purpose for which it was collected, we will delete it or render it permanently anonymous as soon
as possible.

(c) Where records are destroyed we will ensure that they are safely and permanently disposed of.

Data Subjects are provided with access to a Privacy Notice setting out how their Personal Data will
be handled when we first obtain their Personal Data, and this will inform them of the Retention and
Disposal Schedule.

8. Review

8.1  This policy on Processing Special Categories of Personal Data and Criminal Offence Data is

reviewed annually.

8.2  The policy will be retained where we Process Special Categories of Personal Data and Criminal
Offence Data and for a period of at least six months after we stop carrying out such Processing.

8.3 A copy of this policy will be provided to the Information Commissioner on request and free of
charge.

9. Further information

For further information about our School’s compliance with data protection law, please contact the
Principal via St Patrick’s College, 41 Killymeal Road Dungannon, BT71 6LJ


https://www.education-ni.gov.uk/publications/disposal-records-schedule
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Personal Data Breach Management Procedure

INTRODUCTION

St Patrick’s College (the “School”) collects, holds, processes and shares large amounts of personal
data, a valuable asset that needs to be suitably protected. As a Data Controller, the School must
ensure that any processing of personal information for which it is responsible complies with the Data
Protection Act 2018 (“DPA”) and the UK General Data Protection Regulation (“UK GDPR”) (together
referred to as “Data Protection Legislation”).

This Data Breach Management Procedure (the “Procedure”) applies to all personal data held and
processed by the School and is intended to provide guidance for school staff members on how a
Personal Data Breach should be handled. It is intended for internal school use only but it is expected
that the School will share certain aspects of the Procedure to the School’s third party organisations
who process personal data on its behalf.

The Procedure places obligations on school staff to report actual or suspected personal data
breaches and sets out the steps to be followed by the School and its third party suppliers for
managing, recording and investigating actual or suspected breaches. Every care is to be taken to
protect personal data and to avoid a personal data breach, however, in such circumstances, it is vital
that immediate action is taken to contain and remedy the breach.

The School’s Data Protection Officer (“DPO”) is legally required to notify the Information
Commissioner’s Office (“1ICO”) of any personal data breach within 72 hours of the School becoming
aware that a personal data breach has occurred if the breach is likely to result in a risk of adversely
affecting individuals’ rights and freedoms.

SECTION A
GENERAL INFORMATION
Scope

This Procedure sets out the steps to be taken by the School upon the occurrence of a personal data
breach either from within the School itself or by a third party with whom the School has shared
personal data e.g. a data processor. The purpose of the Procedure is to ensure that any personal
data breach is dealt with in a consistent and effective manner in accordance with best practice
guidelines.

Each potential personal data breach is different but experience shows that there are many
seemingly harmless sets of circumstances that may, if not dealt with speedily, escalate to the level of
a major incident. Prevention is better than cure and no-one will be criticised for treating an incident
as serious in the first instance even if events later prove it is not.

This Procedure should be followed by all staff. It is an internal document and the School will share
only particular aspects of the Procedure with these third parties. For example, the Data Breach
Report Form should be shared with all data processors.

It is the responsibility of the Principal to ensure all staff, contractors, agents, consultants, data
processors and other third parties who have access to School personal data are aware of this
Procedure and follow the School’s directions in the event of a data breach incident.



Where the School engages third parties to provide services which involve processing personal data,
the services contract you have entered into with that third party or (where no such services contract
is in place) the Data Processing Agreement between the School and the Data Processor should set
out the third party’s obligations in respect of handling a personal data breach.

Must we report everything?

The significance of a Personal Data Breach is a matter of judgement. However, in principle, all
personal data breaches which are likely to result in a risk of adversely affecting individuals’ rights
and freedoms must be reported by the School’s DPO to the ICO within 72 hours of the School
becoming aware of the breach. Each actual or suspected personal data breach should be analysed
on their own merits. The Principal (or Investigating Officer appointed by the Principal / Board of
Governors), working with and through the School’s DPO, will ensure appropriate reports are made
to the ICO. If the breach is likely to result in a high risk of adversely affecting individuals’ rights and
freedoms, the School must also inform those individuals without undue delay. Note that there is a
requirement to record all personal data breaches, regardless of whether the School is required to
notify the I1CO.

All personal data breaches must be reported to the Principal (or their deputy) and the School’s
DPO immediately.

Failure to notify ICO of a personal data breach when required to do so can result in a significant fine
up to €10 million euros (or 2% of global turnover). The fine can be combined with other
enforcement action such as issuing reprimands, imposing a ban on processing personal data or
ordering that operational activities are brought into line and in accordance with UK GDPR
requirements.

Approach

Adopting a standardised, consistent approach to all reported incidents in compliance with the Data
Protection Legislation, aims to ensure that:

e immediate action is taken to manage a personal data breach incident;

incidents are handled by appropriately authorised and skilled personnel;

® incidents are recorded and documented;

e theimpact of the incidents are understood and action is taken to prevent further damage;
e external bodies or Data Subjects (defined below) are informed as required;

e incidents are dealt with in a timely manner and normal operations restored;

e evidence is gathered, recorded and maintained in a form that will withstand internal and
external scrutiny; and

e incidents are reviewed to identify improvements in policies and procedures.


https://ico.org.uk/for-organisations/report-a-breach/

Terminology
The following terminology is used in this Procedure:

Term Meaning

Data Controller A data controller determines the purposes and means of
processing Personal Data and may share Personal Data with
another data controller and/or data processor/s. As a data
controller, you are not relieved of your obligations where a
data processor is involved.

Data Processor A data processor is responsible for processing Personal Data
on behalf of a Data Controller. Data Protection Legislation
places specific legal obligations on data processors, for
example, to maintain records of personal data and
processing activities. A data processor will have legal liability
if they are responsible for a Personal Data Breach.

Data Subject The individual to whom Personal Data relates.

Information Users All staff, students, visitors, contractors and data processors
acting on behalf of the School.

Joint Data Controller Any other organisations that decide jointly with the School
why and how personal data is processed.

Personal Data Information relating to an individual who can be identified
(directly or indirectly) from that information.

Special Category Data Personal Data about an individual’s race, ethnic origin,
political opinions, religious or philosophical beliefs, trade
union membership (or non-membership), genetic
information, biometric information (where used to identify
an individual) and information concerning an individual’s
health, sex life or sexual orientation.

What is a Personal Data Breach?

A breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of or access to personal data or any security incident that affects the confidentiality,
integrity or availability of personal data would be regarded as a personal data breach (“Personal
Data Breach”). It has the potential to cause damage to the School’s information assets, its
reputation or to a Data Subject. A Personal Data Breach may be recent, or historical and only just
discovered.

How could personal data be “destroyed”?

Personal Data that has been erased or irretrievably lost so that it no longer exists would be
considered destroyed, e.g. the information has been corrupted. Similarly, if personal data no longer
exists in a form that is of any use to the data controller.



How can personal data be “damaged”?

Personal information would be regarded as damaged if it has been altered from its original form, is
corrupted or is no longer complete. For example, if information has been encrypted by ransomware.

How can personal data be “lost”?

‘Loss’ should be interpreted as the data may still exist, but the controller has lost control or access to
it or no longer has it in its possession.

How can Personal Data be processed in an unauthorised or unlawful manner?

Unauthorised or unlawful processing may include disclosure of personal data to (or access by)
recipients who are not authorised to receive (or access) the data, or any other form of processing
which violates the Data Protection Legislation.

Examples of a Personal Data Breach include, but are not restricted to, the following:

® |oss or theft of Personal Data or equipment on which Personal Data is stored (e.g. loss of
laptop, USB pen, iPad/tablet device/mobile phone, hard copy file or paper record);

e alteration of Personal Data without permission or authorisation;

e unauthorised disclosure of Personal Data;

e sending Personal Data to the wrong recipient;

e attempts (failed or successful) to gain unauthorised access to information or IT systems;

® |oss of availability of Personal Data (e.g. hacking attacks);

e ‘blagging’ offences where Personal Data is obtained by deceiving the organisation who holds
it;

e human error;

e an identified vulnerability or weakness which may lead to a Personal Data Breach.

A Personal Data Breach can have a range of adverse effects on individuals, including emotional
distress and physical and material damage. Some Personal Data Breaches will not lead to risks
beyond possible inconvenience to those who need the information to carry out their job whereas
others can have significant consequences.

For example:
e alaptop isirreparably damaged but its files were backed up and can be recovered.

e the theft of a school database, where the information may be used to commit identity fraud.

Each case should be considered on its own merits taking account of a range of factors including
those set out in Appendix 4



The Data Protection Legislation makes it clear that if a security incident takes place, the organisation
must quickly establish whether a Personal Data Breach has occurred and take steps to address it.

Who is responsible under this Procedure?

Information Users must immediately report any actual, suspected, threatened or potential Personal
Data Breach to the Principal (or their deputy). They must assist with investigations as required,
particularly if urgent action is required to prevent further damage.

Teachers are responsible for overseeing the implementation of recommendations resulting from a
Personal Data Breach so far as possible within their control.

The Principal must ensure that all Information Users comply with this Procedure, assist with
investigations and implement improvement measures. The Principal is also the primary point of
contact within the School for any data protection issues and is usually the interface with the School’s
DPO. The School must immediately report any actual, suspected, threatened or potential Personal
Data Breach to the School’s DPO and it will usually be the Principal that does this, and then works
closely with the School’s DPO in relation to the Personal Data Breach.

Whilst the Principal is primarily responsible for ensuring that the School complies with this
Procedure, the Principal (or the Board of Governors) may appoint an Investigating Officer (usually a
member of the School’s senior leadership team, such as a senior member of staff or a governor) to
work with the School’s DPO in relation to the investigation, assessment and reporting of a Personal
Data Breach. In some circumstances, the School’s DPO may recommend to the School that an
Investigating Officer should be appointed (e.g. where investigation by the Principal is not deemed
appropriate due to a potential conflict of interest).

Data Processors who become aware of a Personal Data Breach must notify the School without
undue delay. The processor does not need to first assess the likelihood of risk arising from the
breach before notifying the School although it can be useful if a brief assessment is undertaken so
that the School has information on which to base whether or not a notification will be required to
the 1CO.

Where the school is in a Joint Data Controller relationship or an Independent Data Controller data
sharing relationship and a Personal Data Breach occurs, the arrangements for managing the
incident will be taken forward as set out and agreed in the relevant Data Sharing Agreement
(“DSA”) or Data Sharing Memorandum of Understanding (as appropriate).

The School’s DPO is responsible for supporting the School in managing a Personal Data Breach in
accordance with this Procedure and will be the point of contact with the ICO. Our DPO is the
Education Authority. The School’s DPO can be contacted at [Education Authority, 40 Academy
Street, Belfast BT1 2NQ]

Reporting a Personal Data Breach

The process for the School to follow upon discovery of a Personal Data Breach is set out at Section B
and Appendix 1. A notifiable Personal Data Breach must be reported to the ICO by the School’s DPO
without undue delay and no later than 72 hours after becoming aware of it. The School would be
considered to be aware of a Personal Data Breach when it has a reasonable degree of certainty that
a security breach has occurred that led to Personal Data being compromised.




For example:

e |If one of the School’s online services was hacked and Personal Data potentially
accessed by an unauthorised third party, the 72 hour window would begin when the
service provider notified the School of the incident.

Any contract with a data processor should require that party to comply with the School’s data
breach management procedures (please refer to steps 1a, 1b, 2g and 5 of the Procedure). Where the
School is sharing personal data with another data controller then both the School and that third
party have a statutory requirement under Article 33 UK GDPR to notify the ICO of a personal data
breach therefore it is likely that the third party will follow its own data breach processes.

Any failure to notify the ICO of a Personal Data Breach can incur an administrative fine of 2% of
global turnover or €10 million. If the ICO considered that any of the data protection principles had
been infringed e.g. integrity or confidentiality either by the breach or failure to report it, then the
fine can be up to 4% of global turnover or €20 million.

Any member of staff who discovers an actual, suspected, threatened or potential Personal Data
Breach must report it immediately to the Principal (or their deputy) as the primary point of contact.
The incident should be logged in the School’s data breach register.

Once notified of a Personal Data Breach, the Principal (or Investigating Officer) should report it at
once to the School’s DPO at dpo@eani.org.uk the Data Breach Report Form set out in Appendix 2
(where possible) followed up immediately by a phone call to the School’s DPO on 028 8241 1300.

Any actual, suspected, threatened or potential Personal Data Breach discovered outside of normal
working hours must be reported by calling the Principal or one of the Vice Principals.

The report to the DPO should include full and accurate details of the incident including who is
reporting the incident and what Personal Data is involved. Step 3 of Section B gives a preliminary list
of the information generally sought by the School’s DPO in their assessment of the situation.

When a Personal Data Breach has been reported to the School’s DPO, the incident will be logged on
a central system to facilitate effective management of the breach and to aid reporting. This will also
assist in demonstrating accountability to the ICO who may ask to see this register.

All staff should be aware that any Personal Data Breach by them or any failure to report a Personal
Data Breach in accordance with this Procedure may result in the matter being considered under the
School’s disciplinary procedure.
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SECTION B

DEALING WITH A PERSONAL DATA BREACH

There is no single method of response to a Personal Data Breach. Incidents must be dealt with on a
case by case basis by the School’s DPO and the Principal (and/or Investigating Officer). The following
list of actions while not exhaustive should be followed in the event of a personal data breach.

® Assessing the Severity of the Personal Data Breach

e Containment and Recovery

e Notification to the Information Commissioner’s Office (ICO) (where appropriate)
e Notification to Data Subjects (where appropriate)

e Notification to the Police / other parties (where appropriate)

e Evaluation and Response.

STEP 1: Assessing the Severity of the Personal Data Breach

Some data breaches will not lead to risks beyond possible inconvenience to those who need the
information to carry out their job. Before deciding on what steps are necessary further to
immediate containment, the School (supported by the School’s DPO) must assess the risks which
may be associated with the breach, in particular, any adverse consequences for individuals, how
serious or substantial these are and how likely they are to happen.

The following points may also be helpful in making this assessment:

What type of data is involved?

How sensitive is it? Some information is sensitive because of its personal nature (health
records) while other types are sensitive because of what might happen if it is misused (bank
account details).

If information has been lost or stolen, are there any protections in place such as encryption?

What has happened to the information? If it has been stolen, it could be used for purposes
which are harmful to the individuals to whom it relates. If it has been damaged, this poses a
different type and level of risk.

Regardless of what has happened to the information, what could it tell a third party about
the individual? Sensitive data could mean very little to an opportunistic laptop thief while
the loss of apparently trivial snippets of information could help a determined fraudster build
up a detailed picture of other people.

How many individuals are affected by the breach? It is not necessarily the case that the
bigger risks will accrue from the loss of large amounts of data but it is certainly an important
factor in the overall risk assessment.

Who are the individuals whose data has been breached? Whether they are staff, customers,
clients or suppliers, for example, will to some extent determine the level of risk posed by the
breach and therefore, your actions in attempting to mitigate those risks.

What harm can come to those individuals? Are there risks to physical safety or reputation,
of financial loss or a combination of these and other aspects of their life?



® Are there wider consequences to consider such as a risk to public health or loss of public
confidence in an important service you provide?

e [findividuals’ bank details have been lost, consider contacting the banks themselves for
advice on anything they can do to help you prevent fraudulent use.

Once the Principal (and/or Investigating Officer) has obtained information regarding the cause and

extent of the Personal Data Breach, the Principal (or Investigating Officer) must notify the School’s

DPO. Where the Personal Data Breach has emanated from one of its data processors, it is essential
they pass sufficient information to the School as quickly as possible following discovery of an actual
or potential breach. This should be done by the data processor completing the Data Breach Report

Form which should be provided to the data processor upon entering into a contract with them. The
School may provide the data processor with the Data Breach Report Form at other times during its

contractual relationship with that party, but it is best to do so at the outset of any contract.

When assessing the risk to individuals as a result of a Personal Data Breach, the School should
consider the specific circumstances of the breach, including the severity of the potential impact
and the likelihood of it re-occurring. An assessment should take into account the following
criteria:

® The type of breach

e The nature, sensitivity and volume of personal data
e Ease of identification of individuals

e Severity of consequences for individuals

e Special characteristics of the individual

e Special characteristics of the data controller

o Number of affected individuals

Specific consideration will be given to whether Data Subjects will suffer any discrimination, identity
fraud, financial loss, reputational damage, loss of confidentiality and economic or social
disadvantage, as a result of the Personal Data Breach. Further information is set out in Appendix 4).

STEP 2: Containment and Recovery

The Principal (and/or Investigating Officer), supported by the School’s DPO, will take appropriate
steps as necessary to contain the Personal Data Breach and recover the Personal Data as quickly as
possible. Such steps may include (but are not limited to):

e contain the Personal Data Breach (if this has not already occurred). Corrective action may
include retrieval or recovery of the Personal Data, ceasing unauthorised access, shutting
down or isolating the affected system;

e where the Personal Data Breach relates to information within an ICT system, the Principal
(or Investigating Officer) will notify the relevant senior ICT system provider’s staff
immediately;

e contact relevant staff to advise of precautionary measures where a risk remains live (as
required);



e utilise expertise of staff within the School, the School’s DPO and external contractors as
appropriate;

e attempt to retrieve misdirected emails and contact recipients to instruct them to delete and
destroy the material sent to them in error;

e ensure that any codes or passwords are changed where the information has been
compromised and that users are notified;
assess the availability of back-ups where Personal Data is damaged/lost/stolen;
consider whether there are wider consequences to the Personal Data Breach. In some cases,
contact with external stakeholders, suppliers, contractors, agents, consultants, data
processors and other third party users of the schools data may be required.

Data security breaches will require not just an initial response to investigate and contain the
situation but also a recovery plan including, where necessary, damage limitation. This may involve
input from specialists such as:

® School’s IT Security responsible person;
e School’s Physical Security responsible person;
e School’s Communications Office, etc.

In some cases, contact with external stakeholders, suppliers, contractors, agents, consultants, data
processors and other third party users of the school’s data will also be required.

The following actions should be carried out by the Principal (and/or Investigating Officer):

Establish who needs to be made aware of the breach and inform them what they are expected to do
to assist in the containment exercise. This could be isolating or closing a compromised section of
work, finding a lost piece of equipment or item of post, or simply changing access codes or
passwords.

Establish whether anything can be done to recover any losses and limit any damage the breach will
cause. As well as the physical recovery of equipment or papers, this could involve the use of back-up
tapes to restore lost or damaged data or ensuring that staff recognise when someone tries to use
stolen data to access accounts.

STEP 3: Notification to Information Commissioner’s Office

The School’s DPO and the Principal (and/or Investigating Officer) will establish whether the Personal
Data Breach needs to be reported to the ICO. Where the decision is taken to notify the ICO, the
School’s DPO will report the Personal Data Breach within 72 hours of the Personal Data Breach
being initially discovered by the School.

A decision whether or not to report the Personal Data Breach will be based on an assessment of the
severity of the Personal Data Breach and any potential risk to the rights and freedoms of the Data
Subjects. The following points are generally considered by the School’s DPO in making an
assessment of whether to report a Personal Data Breach to the ICO:

Nature of the Personal Data: there may be a presumption to report to the ICO where smaller
amounts of Personal Data are involved, the release of which could cause a significant risk of



individuals suffering substantial detriment, including substantial distress. This is most likely to be the
case where the Personal Data Breach involves Special Category Personal Data. If the information is
particularly sensitive, even a single record could trigger a report.

What type of data is involved?

How sensitive is it? Some information is sensitive because of its personal nature (health
records) while other types are sensitive because of what might happen if it is misused (bank
account details).

If information has been lost or stolen, are there any protections in place such as encryption?

The impact to the individuals concerned: this is the overriding consideration in deciding whether a
Personal Data Breach should be reported to the ICO. It can include exposure to identity theft
through the release of non-public identifiers, e.g. passport number or information about the private
aspects of a person’s life becoming known to others, e.g. health or medical conditions.

e What has happened to the information? If it has been stolen, it could be used for purposes
which are harmful to the individuals to whom it relates. If it has been damaged, this poses a
different type and level of risk.

e Regardless of what has happened to the information, what could it tell a third party about
the individual? Sensitive data could mean very little to an opportunistic laptop thief while
the loss of apparently trivial snippets of information could help a determined fraudster build
up a detailed picture of other people.

e Who are the individuals whose data has been breached? Whether they are staff, customers,
clients or suppliers, for example, will to some extent determine the level of risk posed by the
breach and therefore, your actions in attempting to mitigate those risks.

e What harm can come to those individuals? Are there risks to physical safety or reputation, of
financial loss or a combination of these and other aspects of their life?

e Are there wider consequences to consider such as a risk to public health or loss of public
confidence in an important service you provide?

If individuals’ bank details have been lost, consider contacting the banks themselves for advice on
anything they can do to help you prevent fraudulent use.

The volume of Personal Data involved: There should be a presumption to report to the ICO where a
large volume of personal data is concerned, and there is a real risk of individuals suffering some
harm. It will, however, be appropriate to report much lower volumes in some circumstances where
the risk is particularly high, e.g. because of the circumstances of the loss or the extent of information
about each individual.

e How many individuals are affected by the breach? It is not necessarily the case that the
bigger risks will accrue from the loss of large amounts of data but it is certainly an important
factor in the overall risk assessment.

More detailed consideration of the points noted above is set out Appendix 4.

Where a Personal Data Breach is reported to the ICO, the following information must be included
within the report:

e adescription of the of the Personal Data Breach;
e the categories and approximate number of individuals concerned;



the categories and approximate number of Personal Data records concerned,;

the name and contact details of the School’s DPO and where more information can be
obtained;

description of the likely consequences of the Personal Data breach; and

a description of the measures taken, or proposed to be taken, to deal with the Personal Data
Breach, including, where appropriate, the measures taken to mitigate any possible adverse
effects.

When notifying the ICO, you might wish to inform them if the media are aware of the breach so
they can manage any increase in enquiries from the public.

It will not always be possible to fully investigate a breach within 72 hours. Article 34(4) UK GDPR
allows the School to provide the required information in phases as long as this is done without
further undue delay.

For example:

® Anintrusion on our network is detected and we become aware that files containing personal
data have been accessed. However, we don’t know how the attacker gained entry, to what
extent the data was accessed or whether the attacker also copied the data from the system.
We notify the ICO within 72 hours of becoming aware of the breach, explaining that we do
not yet have all the relevant details but that we expect to have the results of our
investigation within a few days. Once the investigation uncovers details about the incident,
we give the ICO more information about the breach without delay.

The ICO contact details are available on the ICO website. Providing the ICO with the required
information in phases may be appropriate where the School has experienced a Personal Data Breach
which needs to be notified to ICO but the School is satisfied it has been dealt with appropriately and
/ or if the School is still investigating a breach and will be able to provide more details at a later date.
Alternatively, a breach can be reported by the School’s DPO telephoning the ICO. This may be a
helpful approach, in some cases, as the ICO can advise as to whether or not a formal report of the
incident is, in fact, necessary.

STEP 4: Notification to Data Subjects

The Principal (and/or Investigating Officer) and the School’s DPO will consider the need to notify the
Data Subjects. This decision will be based on the risk to the rights and freedoms of Data Subjects —
the more serious the breach, the more likely it is that an individual will want to take steps to protect
themselves from the effects of the breach. The Principal (or Investigating Officer) will notify the
affected Data Subject(s) without undue delay, including:

full details of the Personal Data Breach including a description of the Personal Data affected;
the likely consequences of the Personal Data Breach;
the measures we have or intend to take to address the Personal Data Breach, including,
where appropriate, recommendations for mitigating potential adverse effects; and

® aname and contact point within the School where more information can be obtained.

Any notification to affected individuals should have a clear purpose, whether this is to enable
individuals to take steps to protect themselves or to allow the appropriate regulatory bodies to
perform their functions, provide advice and deal with complaints. The notification may also have
to be made appropriate for children or vulnerable adults.


https://ico.org.uk/for-organisations/report-a-breach/

When determining whether and how to notify Data Subjects of the Personal Data Breach, the School
will:

e co-operate closely with the ICO and other relevant authorities, e.g. the police; and
e take account of the factors set out in Appendix 3

Note that the ICO has the ability to compel the School to notify affected individuals if it considers the
breach to be a high risk.

STEP 5: Notification to the Police / Other Parties

The School, supported by the School’s DPO, will (where appropriate) consider the need to contact
the police and / or other parties for the purpose of containment and recovery. In addition, where it
transpires that the Personal Data Breach arose from a criminal act perpetrated against the School,
the School may notify the police and/or relevant law enforcement authorities.

The School, supported by the School’s DPO, will consider whether there are any legal or contractual
requirements to notify any other parties.

STEP 6: Evaluation and Response

Once the Personal Data Breach has been dealt with, the Principal (and/or Investigating Officer)
working with the School’s DPO (and any third party involved in the Personal Data Breach), should
undertake an evaluation of how the breach occurred, the manner in which it was dealt with and
how future breaches can be prevented. For example, if the breach was caused, even in part, by
systemic and ongoing problems, then simply containing the breach and continuing ‘business as
usual’ is not acceptable. Similarly, if the School’s response was hampered by a lack of a clear
allocation of responsibility, or staff training, then it is important to ensure these are reviewed and
updated in the light of experience.

All Information Users employed or otherwise engaged at the School will be required to comply in
full and promptly with any investigation.

Lessons learned from the breach should be documented and circulated to staff for the purpose of
preventing a similar incident. The following points will assist you:

® Ensure you know what personal data is held in your area of responsibility e.g. pastoral care
team, and where and how it is stored. Dealing with a data security breach is much easier if
you know what information is involved. The School’s information asset register is a useful
starting point.

e Establish where the biggest risks lie. For example, how much special category personal data
are you responsible for? |s personal data stored across your area of responsibility or is it
concentrated in one location?

e Risks will arise when sharing personal data with or disclosing to others. You should ensure
not only that the transmission is secure but also that only the minimum amount of data
necessary is shared or disclosed. By doing this, even if a breach occurs, the risks are
reduced.

e Identify weak points in your existing security measures such as the use of portable storage
devices or access to networks.



e Monitor staff awareness of security issues and look to fill any gaps with training or tailored
advice. Address such issues as when staff last received awareness training. The School’s

DPO can assist with this.

e Consider whether you need to establish a group of technical and non-technical staff to
discuss ‘what if?’ scenarios. This would highlight risks and weaknesses as well as giving staff

at different levels the opportunity to suggest solutions.

e Consider what lessons have been learnt and circulate these to relevant staff. Any
recommendations for improvements should be implemented as quickly as possible and
recorded as evidence that all reasonable steps have been taken to prevent recurrence at

that time.

All Personal Data Breaches (whether reported to ICO or not) should be recorded by the School in a
register (see Appendix 5 for an example). The School could use the Data Breach Report Form

(Appendix 2) as an aide to preparing an entry in the register.

APPENDIX 1

PERSONAL DATA BREACH MANAGEMENT PROCEDURE

ACTION CONSIDERATION

GUIDANCE/DOCUMENT

STEP 1: Assessing the Severity of the Personal Data Breach

Within the first 30 minutes:

where the personal data breach is
discovered by a third party service
provider, the third party should
conduct a brief assessment of the
incident to gather sufficient
information for notification to the
School and then notify the
Principal/Deputy

where the personal data breach is
discovered by a school staff member,
this individual should inform the
Principal/Deputy of actual/
potential/suspected Personal Data
Breach

who should staff notify if
Principal/Deputy are not
available?

note that 72 hour time period
will start from the point of
communication to the School
(where the breach is
discovered by a third party) or
upon discovery (where the
breach is discovered by a
school staff member)

ensure the individual does not
share information regarding
the occurrence of the incident
to any third parties, including
data subjects, ICO, etc

Individual completes Personal Data
Breach Report Form

as much information should be
included on the form as
possible

ensure all staff have received
training on how to complete

Document: Data Breach
Report Form (Appendix 2)




ACTION

CONSIDERATION

GUIDANCE/DOCUMENT

the form.

ensure all data processors or
third parties with whom the
School has shared information
are familiar with the form

Within the first hour:

Principal (and/or Investigating
Officer) to assess the situation and
gather as much additional or
supplementary information as
possible to determine the severity
and potential impact of the incident

consider whether it is a breach
that might require a report to
ICO, data subjects, etc

consider whether any other
individuals may need to be
involved in managing the
situation e.g. IT manager, C2k
Helpdesk

Guidance: Section B, paras
1.2,1.4

Principal (or Investigating Officer)
must notify the School’s DPO of the
incident.

Record the incident on the
School’s data breach register

Document: Sample
Personal Data Breach
Register for Schools
(Appendix 5)

Guidance: Section B, para
6.4

STEP

2: Containment & Recovery

Within the first day:

Principal (and/or Investigating
Officer) and School’s DPO to work
together to identify (where possible)
any means of recovering the personal
data

e.g. restore data from
backups, ensuring systems are
being monitored for use of the
data that has been
compromised, recall / purge
misdirected email, contact
unintended recipients to
instruct them to delete /
destroy / return information
sent in error etc.

Guidance: Section B, para
2.1

Principal (and/or Investigating
Officer) to consider measures to be
implemented in order to contain the

Does a misdirected email need
to be recalled and / or purged?

Does the School need to




ACTION

CONSIDERATION

GUIDANCE/DOCUMENT

extent of any the breach

contact unintended recipients
to instruct them to delete /
destroy / return the
information sent to them in
error?

does a piece of equipment
need to be located (e.g.
laptop, USB stick)?

Do passwords or access codes
need to be changed?

Where relevant, liaise with
third party service provider to
identify appropriate measures

STEP

3: Notification to the ICO

The School’s DPO to assess whether a
notification to ICO is required

deadline of 72 hours from
School first becoming aware of
the breach

Guidance: Section B, para
3.2, Appendix 4

School’s DPO to consider whether
there is sufficient information in
order to make a complete report. If
not, School’s DPO to notify ICO that
information will be provided in
phases

If it is determined that the breach is
serious enough to warrant a
notification to the ICO, a report
should be made by the School’s DPO

notifications By School’s DPO
can be made by the ICO by
way of phone call, email or
using the ICO’s online form

Guidance: Section B, para
3.6

Document: ICO Website

STEP

4: Notification to Data Subjects

School’s DPO to consider if the data
subject(s) affected by the breach
need to be notified?

School’s DPO needs to
consider extent of breach, risk
to the individual

Guidance: Section B, paras
4.1, 4.3 and Appendix 3

If notification is required /
appropriate, School’s DPO to
consider the form it should take

Guidance: Section B, para
4.1

STEP 5: Notification to the Police / Other Parties
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ACTION

CONSIDERATION

GUIDANCE/DOCUMENT

School’s DPO and Principal (and/or
Investigating Officer) consider
whether any other parties should be
notified of the breach

If there is any suspected
criminal activity, the School
should make a report to the
Police

Consider whether any
notification is required to a
regulatory or statutory body,
e.g. Education Authority or
Department of Education

Where a third party service
provider is involved, liaise with
them as required

STEP

6: Evaluation and Response

School’s DPO and Principal (and/or
Investigating Officer) to review the
circumstances of the breach to
identify any lessons that could be
learned

Guidance: Section B, para
6.3

Implement new and/or amended
policies and procedures (where
appropriate) to minimise risk

Liaise with the School’s DPO /
Education Authority where
amendment to the
policies/procedures may
benefit other schools







